
1. Password Hashing (SHA-256) 

 

 

2.. SQL Injection Protection 

 

 

3.. Role-Based Access Control (RBAC) 

 

4.Input Validation (Client + Server Side) 



 

5.HTML Encoding to Prevent XSS 

The code 

 

The output 

 

6.Session-Based Authentication 
I have tested the session-based authentication by logging in and manually clearing the 

session. It is working correctly, and I will further demonstrate it in the video demo as well. 

 

7. Logout (Session Termination) 

The code of session logout 



 


